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 This paper introduces a graphical, computer aided modeling methodology that is 

particularly suited for the simulation of hub-spoke terrorist organizational structure. 
This model designed to simultaneously capture several well-known properties of real-

world networks. Unlike simple random graph techniques, this model uses real world 

behavioral and social theories of terrorist networks and complex networks to 
synthetically generate the hub-spoke networks.  In this paper a naïve dynamic hub-

spoke terrorist network model is proposed and the role of hubs in this specific structure 

is analyzed. 
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INTRODUCTION 
 
 Terrorism is a significant threat to peace and 
security of the mankind. The people involved in a 
terrorist activity can be conceptualized as social 
network in turn terrorist network. Social network is a 
social structure where the entities are connected 
through the relationship exists between them. 
Terrorist network is a type of social network but the 
level of observability in terrorist network is very low 
when compared to social networks. The entities in 
the terrorist network communicate in secret and 
efficient manner with determination to maintain 
secrecy. Terrorist networks engineer themselves in 
an organizational structure based on their 
secrecy/efficiency trade-off and circumstances. 
Experimental simulation is an exceedingly useful 
technique which gives a better understanding of the 
dynamic behavior of complex physical systems. The 
simulation experiments help to design and test new 
strategies against terrorism. To design effective 
destabilization strategies for terrorist networks, 
firstly the structure of the terrorist organization has to 
be understood.  
 Simulation of terrorist organizational structures 
helps to understand its structural characteristics. 
Organizational structure of terrorist networks is 
classified into hierarchy and network, whereas 
network structure is again classified as hub-spoke, 
chain and all channel structures (Leaveansworth, 
2005). The stability of hub-spoke lies in the ability of 
hiding the hub and removal of few hubs might 
disconnect the network to a great extent (Fellman et 

al., 2001). Presence of leadership, functional 
differentiation and lack of central command leads to 
hub-spoke structure (Kilberg, 2012). Al-Qaeda 
emerged to the form of multi-hub small world 
network from a set of scattered clusters and due to 
enormous pressure it reverted back to the scattered 
cluster form (Ronfeldt, 2005). The basic assumptions 
considered for the research work are the resource and 
information flow are depicted using edges; the nodes 
are dependent on each other and the network 
represent the ties exists between the nodes. 
 Based on the literature about hub-spoke terrorist 
network structure, the objectives of this research 
work were framed to answer certain questions about, 
how the hub-spoke structure will look like with a 
given network size and link density and the role of 
multi-hubs in hub-spoke networks. The remaining 
structure of the paper is organized to explain the 
proposed naive hub-spoke terrorist network model. 
The following section presents the structural features 
of hub-spoke structure. The later section showcases 
the proposed model and discusses the results. Finally 
the paper concludes by discussing the limitations and 
future enhancements that could improvise the 
proposed model.  

 
1. Terrorist Organizational Structure: 
 Organizational structure, membership, secrecy 
and resources govern the proficiency and influence 
of a terrorist organization. Understanding how a 
particular terrorist network organized helps to disturb 
the operations of itself and hence dismantle the 
terrorist network. Terrorist networks adopt suitable 
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organizational structure based on their circumstances 
and the target they are planning to achieve.  There 
are two major classifications of terrorist 
organizational structure, they are network and 
hierarchy and they are represented in Fig.1. Hub-
spoke, chain and all channel are the three basic types 
of networked organizational structure based on how 
the elements of the network are linked together. A 
terrorist group may also engage in hybrid structure 
that pools elements of more than one network type 
mentioned above (Leaveansworth, 2005). 

 

 
 

Fig. 1.a: Sample Hierarchical Structure. 

 

 
 

Fig. 1.b:  Sample Network Structure. 

 

 This research work mainly focuses on simulating 

the hub and spoke organizational structure of terrorist 

networks. The hub and spoke structure makes data 

and resource flow much more efficient by greatly 

simplifying the network structure. The model is 

entitled after a bicycle wheel, which has a strong 

central hub with a sequence of connecting spokes. 

The prime reason for adopting this hub-spoke model 

is the need of very few members to achieve a task. 

The major disadvantage of this hub-spoke model is 

the disruption at the hub leads to isolation of many 

individuals who worked under the disrupted hub and 

it results in loss of information and resources. This 

hub-spoke topology can withstand for random 

attacks and continue its operations but it is 

vulnerable to strategic attacks because by tactically 

removing few hubs the maximum functionality of the 

network can be slashed down (albert et al., 2000).  

 The terrorist networks which followed hub-

spoke organizational structure in the past are pre 9/11 

Al-Qaeda, Basque Fatherland and Freedom, Hamas, 

Popular Front for the Liberation of Palestine, 

Sendero Luminoso and Zapatista National Liberation 

Army (Kilberg, 2011). 

General patterns of hub-spoke structure observed in 

terrorist networks are; 

 Centralization is brought into the network 

through the high variability in the node degree. 

Nodes with high degree are called as hub and the 

nodes with low degree are called as leaves 

(Markus, 2011). 

 Hubs are structurally significant and the base for 

the steadiness of the network (Markus, 2011). 

 No node in the network has the knowledge about 

the entire organization and the stability of the 

network depends on the ability to maintain hubs 

in secret where the hubs are the ultimate 

weakness of the network (Kilberg, 2011).  

 n sized Hub-spoke network has the average node 

degree and average path length approximately as 

2 (Markus, 2011). 

 Hub and spoke structure has clear leadership, 

functional differentiation and no central 

command & control (Kilberg, 2012; Kilberg, 

2011& Kenney, 2003). 

 Hubs in the hub-spoke structure are the resultant 

of both system growth and preferential 

attachment (Barabási, 1999). 

 

 

2. Hub-Spoke Simulation Model:  

 Hub-Spoke terrorist network model takes the 

network size (N), Link density (LD) and Hub tuner 

(H) as input to generate hub-spoke network instance. 

The procedures vertex(v_index) create vertex with 

the index value v_index, get_vertex(v_index) return 

the vertex instance with the index v_index, 

max_Degree(G) returns the vertex with the 

maximum degree in graph G and degree(v) is the 

number of connections exists for vertex v.The total 

number of links to be in the network is derived from 

the LD value for undirected graph. The number of 

hubs (Hs) in the network is decided by the hub tuner 

percentage H. This Hs is taken as the initial vertex 

count for the preferential growth network which is 

done by the evolve(vc) procedure. Once the 

preferential growth network is constructed, the next 

step is to find the Hs number of vertices which are 

having the maximum degree in the generated 

network. This procedure helps for rewiring of links 

in the network. The vertices which are the top most 

attractive members of the network are considered as 

hubs in the terrorist network and the members of 

these hubs are not overt with other hub members. 

The common members have to be rewired in the 

network so as to achieve the secrecy.  The precise 

working algorithm of hub-spoke terrorist network 

model is given below. 

 

Algorithm: Hub-Spoke Terrorist Network Model 

Input: Network Size (N), Link density (LD) & Hub 

Tuner (H) 

Output: Hub-Spoke network instance 

Symbols – Definition 

Hs -  Hub strength 

Es -  Evolution steps 
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Lt           -  Links target 

LpE        -  Links per Evolution 

v             -  Instance of vertex 

vc           -  Vertex count 

p             -  Attachment probability 

NoH       -  Neighbor of Hub 

Hi(G)      -  i
th

 in set H(G) 

LtR         - Links to Rewire 

 

Begin 

Let G (V, E) be an undirected graph where, 

V (G) is a set of vertices 

E (G) is a set of edges 

H(G) is the set of hub vertices 

V (G) = {ø} 

E (G) = {ø} 

H(G) = {ø} 

H(G) ⊂ V(G) 

Hs =N * (H) *(0.01) 

Es = N – Hs 

Lt=L – Hs+ 1 

LpE = Lt/N 

for v_index = 1 to Hs 

 v=vertex(v_index) 

 vc++ 

 V(G) = V (G) U { v} 

end for 

for v_index= 1 to Hs 

if( v_index<= Hs-1) then  

      

 u=vertex(v_index+1) 

  vc++ 

 else 

  u=get_vertex(1) 

 E (G) = E (G) U { (v,u)} 

end for 

for counter=1 to Es 

 vc=evolve(vc) 

end for 

for counter = 1 to Hs 

 choose v ∋ v ∈ (V(G) &  

degree(v) = maxDegree(G) &  

v ∉ H(G)) 

 H(G)=H(G) U {v} 

 NoH(v) = NoH (v) U { u} if (v,u)                                                    

                                                         ∈ E(G) 

end for 

for index1= 1 to |H(G)| -1 

 v=get_vertex(H index1(G)) 

 index2=counter+1 

 u=get_vertex(H index2(G)) 

 LtR=LtR+| NoH(v) ∩NoH(u)| 

 NoH(u)=NoH(v)-NoH(u) 

end for 

for counter= 1 to LtR 

 Choose v,u ∋  

                 (i)v,u ∈ V(G)  

               (ii)v ≠ u 

               (iii)v ∈ NoH(a), u ∈ NoH(b) & a≠b 

 E(G)=E(G)U{(v,u)} 

end for 

End 

 

Evolve(vc) 

Begin 

 v=vertex(vc) 

 vc++ 

 V(G) = V (G) U { v} 

 for edgeCount=1 to LpE 

  repeat 

   Choose v ∋ v ∈ V(G) 

   Choose u ∋ u ∈ V(G)  

& v ≠ u 

      

  p=(degree(v)+1)/ 

                                                ((|E(G)|+|V(G)|-1)) 

      

 until(p>randomprobability) 

  E(G)=E(G) U { (v,u)} 

 end for 

return vc 

end 

RESULTS AND DISCUSSION 

 

 The hub-spoke network instances created for the 

network size (N) of 1000 nodes and link density 

(LD) of 0.01 are shown below in Figure 2. Minimum 

15% vertices as hubs are must for a network to be 

stable .The Fig. 2.a depicts the network generated 

using preferential attachment and growth with Hs 

number of hubs where H is 15 percentage. The Fig. 

2.b depicts the rewired full form hub-spoke network. 

Vertices red and black in colour represents the hubs 

and leaves respectively in Fig. 2.b. 

 

 
 

Fig. 2.a: Sample output of Hub-Spoke network 

         phase-i. 

 

 
 

Fig. 2.b: Sample output of Hub-Spoke network 

         phase-ii. 
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 The following Table. I compare the hub-spoke 

networks generated for the same network size (N) 

and Link density (LD) with different hub tuner (H) 

values. From the social network metrics, the role of 

hubs in the hub-spoke network can be understood. As 

the hubs are tipping point in the hub-spoke network 

the average path length and diameter are reduced 

with the increase in the number of hubs (Hs), 

whereas the vertices are diverged as the increase in 

Hs, the maximum degree is reduced and average 

degree is increased as the deviation in the ratio of 

highly connected vertices to low connected vertices 

improved. The clustering coefficient is increased as 

the number of clusters increased i.e. increased Hs. 

 
Table I: Comparison of Social Network Metrics. 

Metrics 
Hub-Spoke network 

H=05% H=15% 

Network Size 1000 1000 

Edge Count 2087 2087 

Diameter 18 15 

Average Path Length 6.4566 5.99 

Maximum  Degree 

Centrality 
30 18 

Average  Degree 

Centrality 
2.710 3.238 

Average Clustering 

Coefficient 
0.003 0.013 

 

5. Conclusion: 

 The model presented in the paper simulates the 

hub-spoke terrorist network structure for a given 

network size, link density and hub strength. This 

proposed model also allows the user to simulate the 

network for same network size with different hub 

count by tuning the hub tuner parameter. This simple 

model paves the path to understand the dynamic 

behavior of hub-spoke structured terrorist networks 

and design effective destabilization strategies. It is 

found that the number of hubs in the hub-spoke 

network plays a significant role in the hub-spoke 

network by introducing remarkable changes in the 

structure of the same sized hub-spoke networks. 

Structural characteristics of this hub-spoke terrorist 

network model can be derived further. 
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